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INTRODUCTION TO HOMELAND SECURITY

Note: The prior Homeland Security Sector report provides a detailed introduction to the US Homeland
security agencies and their background and functions.d on 6t want t o repeat all
to provide some updated material and a general overview of the sector and agencies. Please see the

prior reports to form / create a complete background. Portions of the following material incorporated

below are from the prior work created by Ryan Fuhrmann, CFA.

Homeland Security, as defined by the National Strategy for Homeland Secuiity he Str ategyo) ,
follows:

AHomel and Security is a concertdd hriat itchrealUnéd ftfeadr tSttad epsr, e w eerdtl
vul nerability to terrorism, and minimize the damage and reco
The advisory system, in addition to publishing the current threat level and its corresponding color code, combines

the tireat assessments with specific information (when available) and public communication. The systems three

main components consist of:

e Homeland Security Threat Advisories Actionable information about threat incidents involving
or targeting crucial netwosk , infrastructure, or key assets.
could suggest a change in readiness postures, actions or responses. The target audience includes
Federal, State, and Local governments, private sector organizations, and interpatimeas.

e Homeland Security Information Bulletins: Information releases that do not meet the
immediacy requirements of Advisory releases. This could include statistical reports, summaries,
response reporting, or standards and tools reporting. The gadjence includes Federal, State,
and Local governments, private sector organizations, and international partners.

e Color Coded Threat Level: Used to communicate with public officials, and the puhbtitarge,
the protective measures that should be ctiygut into use. Changes in the color levels have
shown to have economic, physical, and psychological effects on the nation so the agency has
designed the system to be able to put different threat levels into use for different geographical
areas of theountry.

@ HOMELAND SECURITY
The threat level system currently uses a set of color codes to define the thre e e VST
statusredorangé /blue These colors represent the probability of
nearterm terrorist attack. This is an exceedingly complex topic to define ang
understand. It involves efforts both at home and abroad and demands a rang
government and private sector capabilities as well as a coordinated and foc
effort from different entities that have not historically been compelled to focu
security effots. The Strategy established three objectives based on the defin
of Homeland Security as previously stated:

-

-EVAILE
IBUARDED
1. Prevent terrorist attacks within the United States; [ LOW
2Reduce Americads vulnerability m;

3. Minimize the damage and recover from attattkat do occur.

The events of 9/11 have had a profound effect on the way in which our country views national security.
Since that time, federal, state, and local law enforcement agencies have been thrown onto the national
stage and subjected to redefil and newly evolving roles. According to the Strategy, they should now

bassign priority to preventing and "nterdicting t
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National Strategy

The events of 9/11 changed the way America deals with terrorismicgneistic attacks by small

organized groups. Prior to 9/11 each agency and law enforcement agency acted alone, with little
cooperation or information sharing between agencies. Most terrorist acts were treated as law enforcement
matters, with main jurisdtion being either the local authority or the FBI.

Prior to 9/11, our security institutions were designed to fight and win the Cold War. As we all know, the
cold ware is over; we O6won6é that one. to®ut, we di
victory. The 9/11 Commission Repartitlined several changes they felt were important in the

restructuring of our institutions to deal withese new threats:

0 unifying strategic intelligence and operational planning against Islamist terrorists across the foreign
domestic divide with a National Counterterrorism Center;

d unifying the intelligence community with a new National Intelligence &@ae

d unifying the many participants in the counterterrorism effort and their knowledge in a r{agart
information sharing system that transcends traditional governmental boundaries;

d unifying and strengthening congressional oversight to improve tguatid accountability; and
strengthening the FBI and homeland defenders.

Many of these changes were under way as the Bush Administration moved quickly to consolidate the
functions of national security into one ageiidye Department of Homeland Secur(tyii t h e

Department o) . On November 26, 2002, after months
became official as President Bush signed legislation approving the largest reorganization in the U.S.
government since the creation of the Depanthe of Def ense i n the 19406s.

governor of Pennsylvania, became its first head. The new entity consolidated an estimated 22 former
agencies and 180,000 employees into one department. Additionally, resources committed increased three
fold (see below for further budgetary details). Since September 11, there have been no additional

significant terrorist tragedies within U.S. borders. The Bush Administration has announced numerous
advances from its initiatives, including the arrest @tdef approximately 75% of senior al Qaeda

of ficials, the capture of an estimated 4,000 terr
million in terrorist funds throughout the worltl.

In July 2004 The 9/11 Commission Repbrvas released. This document was a final report compiled by

the National Commission on Terrorist Attacks upon the United States; it offered a detadeddfist

developments preand post9/11 and also offered its interpretations of certain failures or systemic flaws

in U.S. national security that could have possibly prevented such an attack. The report cited operational
failures, such as a lack of infortien sharing between agencies (e.g. the inability of the FBI to effectively
compile data from its field agents to assist with national priorities, or that one hijacker had links to attacks

on the battleship USS Cole), problems at the CIA and FBI regavdinyglecentralized organizations that
inhibited information gathering, O6per meabl e borde
document s, i ncompl ete watch 1|ists, 6per meabl e avi
weapons against itdtizens), and the fact that U.S. banks and financial institutions were used to funnel
resources to terrorists living within U.S. borders. Currently, there are a number of initiatives and
improvements to Homeland Security that are being undertaken kg paoblprivate organizations to

address systemic security failures.

In the first quarter of 2003Jichael Chertoff was chosen to head the Department of Homeland Security.

In arecent interview with BusinessWekkvr. Chertoff highlighted his ambition to make the private

sector more accountable for defending the nation against terrorist attacks and to act as a first responder
should such attacks occur. With the exception ohtHme industry that has received and will continue

to receive attention, other industries are expected to face increased scrutiny. Mr. Chertoff ordered a sixty
day review of the agency to realign priorities and strategies. His focus has been ebpemefisstudy of
Homeland Security and to ensure that major security threats are properly being addressed.


http://www.9-11commission.gov/report/911Report.pdf#search='9/11%20Commission%20Report'
http://www.9-11commission.gov/report/911Report.pdf#search='9/11%20Commission%20Report'
http://www.dhs.gov/dhspublic/display?theme=11&content=4353
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In July 2005 Mr. Chertoff announced reorganization to the Departfhée. announced a number of
changes intended to allow the Department to eviotva its 2002 creation and remove bureaucratic
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mb 1l en
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Chertoff announced other changes as well such as by adding a Chief Intelligence Officer.

Government Agencies and Initiatives

and

Below is anorganizational chadetailing the hierarchy for the Departm&nt

Depuly Secralary
Under Sacratary For 12 Undesignaled Assitant
Management Secralaries
Chiaf of Immigration Policy s Statistics Branch of Office
R of Falicy & Flanning
from N3
Diractor of Sharad Saryias Eureau of Cilizerehip and
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Legal Advisor Ch'Efit?:g;'iEE i
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) Fanspartation Security
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Nt Conmys ItranuralFrogpams witt from Dok negraedvazard - [= KRR B
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Sourcehttp://www.govexec.com/homeland/HSchart.htm

| National Office of Domedic
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